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Enhancing Scanning Sensitive Data Workflows with 
Document Classification by means of Machine 
Learning 
In office environments, people are accustomed to use scanners. Depending on the sector of the company - 
financial, for instance - people might use scanners on a daily basis and as part of their workflow. Many 
times, people use those scanners to scan sensitive data such as Payment sheets, contracts, and several other 
sensitive data. The user is presented with options of encryption regardless of the type of document he/she 
scanned. This workflow can be vastly improved by automating the classification of scanned documents and 
suggesting security settings based on the document classification 
 
1 Introduction 
Our method is a solution that strongly recommends PIN or password (and encryption, if possible) protection 
for documents that have sensitive information. When the scanned document is classified as containing 
sensitive information (e.g. payslips or contracts), specific flows within the application are dispatched. For 
instance, if the user is scanning his payslip to send it via email, the “Email Application” will suggest the 
user to PIN/Password protect it prior to sending to email (following the application flows). 
 
Such a method can potentially be used to: 
 
 Avoid sensitive data to be unprotected on a printer. 
 
 Enhance the user experience of protecting files after scanning. 
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The Document Categorizer is responsible for, based on an input image (from scan, for example), classifying 
the  given  document  into  known  categories.  Such  categories  are  based  on  a  Large  General‐Purpose 
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